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What is a CoinJoin?

In essence, a CoinJoin involves the combination of inputs by multiple 

users into a single transaction.



How does a CoinJoin work?

The idea is that multiple parties will coordinate to create a 

transaction, each providing inputs and desired outputs. As all of the 

inputs are combined, it becomes impossible to say with certainty 

which output belongs to which user. 



What For?

Anonymity:

- money laundering

- phishing/typosquatting scam

- other illicit purposes

Other Purpose:

- Trading bots



基本模型
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curIn 入链

curOut 出链

Sender: User

Receiver: addr_s

Value: amt

Sender: ShapeShift

Receiver: addr_u

Value: amt * rate - fee

···

···

time delay

Phase 1: Deposit

Phase 2: Withdrawal



数据获取
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数据源

Scrape from exchanger’s public API:

(1) the current trading rate between any pair of cryptocurrencies

(2) a list of up to 50 of the most recent transactions that have taken 

place (across all users) 

(3) full details of a specific ShapeShift transaction given the address

addr_s in the curIn blockchain (i.e., the address to which the user sent 

their coins).



数据源

Scrape from exchanger’s public API:

(1) For the 50 most recent transactions, information is provided in the 

form: (curIn, curOut, amt,t, id)

(2) when provided with a specific addr_s ShapeShift provides the 

tuple (status, address, withdraw , inCoin, inType, outCoin, outType, 

tx, txURL, error)



数据源

Parsed Blockchain Data:

(1) BlockSci for BTC, DASH, ZEC

(2) Python script for remaining 5 cryptocurrencies



识别跨链交易
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(1) passthrough transactions , which represent the full flow of money as it 

moves from one currency to the other via the deposit and withdrawal 

transactions

(2) U-turns , in which a user who has shifted into one currency immediately 

shifts back 

(3) round-trip transactions , which are essentially a combination of the 

first two and follow a user’s flow of money as it moves from one 

currency to another and then back to the original one.



Given a ShapeShift transaction with timestamp t, we first find the 

block b (at some height h) on the curIn blockchain that was mined at 

the time closest to t. We then look at the transactions in all blocks 

with height in the range [h − δb, h + δa], where δb and δa are 

parameters specific to curIn.

h = 1086

t = 167

h = 1087

t = 256

h = 1088

t = 308

h = 1089

t = 344

ShapeShift: t = 244
b

candidate range

ShapeShift
API

Blockchain 
Data

passthrough transactions



we consider two main requirements for identifying the correct on-

chain transaction: (1) that it occurred reasonably close in time to the 

point at which it was advertised via the API, and (2) that the value it 

carried was identical to the advertised amount.

Tx1: 36 ETH

Tx2: 10 ETH

Tx3: 1 ETH

Tx1: 10 ETH

Tx2: 0 ETH

Tx3: 0.2 ETH

Tx1: 0 ETH

Tx2: 0 ETH

Tx3: 0.6 ETH

Tx1: 10 ETH

Tx2: 10 ETH

Tx3: 0.9 ETH

ShapeShift: amt = 10 ETH

candidate range

ShapeShift
API

Blockchain 
Data

passthrough transactions



we queried the API on the recipient address of every transaction 

identified by our heuristic for Phase 1.

Tx1: 0xabcd Tx2: 0xef01

ShapeShif t :  (status,  address ,  withdraw, inCoin ,  

inType,  outCoin ,  outType ,  tx ,  t xURL ,  er ror)

CurIn Data

ShapeShift
API

CurOut Data

ShapeShif t :  (Fai led )

Tx3

passthrough transactions



We thus ensured that the transaction returned by the API had three 

things in common with the ShapeShift transaction: (1) the pair of 

currencies, (2) the amount being sent, and (3) the timing, within the 

interval specified in Table 2. If there was any mismatch, we discarded 

the transaction.

passthrough transactions



Sender: User

Receiver: addr_s

Value: amt

Sender: ShapeShift

Receiver: addr_u

Value: amt*rate-fee

···

delay

Phase 1

Phase 2

Sender: addr_u

Receiver: ShapeShift

Value: amt*rate-fee

Phase 1

Sender: ShapeShift

Receiver: User

Value: amt ( - 2fee)

Phase 2

delay
A U-turn



1.Basic timing&value based heuristic

we require that the second transaction happens within 30 minutes of the 

first, and that it carries within 1% of the value that was generated by the first 

Phase 2 transaction.

2.UTXO-based heuristic

we could see if the input is the same UTXO that was created in the Phase 2 

transaction

3.Account-based heuristic

Here we thus define a U-turn as seeing if the address that was used as 

the output in the Phase 2 transaction is used as the input in the later Phase 1 

transaction.

U-turn transactions



U-turn transactions



(1)the first transaction was of the form X-Y; 

(2)the second transaction was of the form Y-X; 

(3)the second transaction happened relatively soon after the first one;

(4)the value carried by the two transaction was approximately the same. 

For the third property, we required that the second transaction 

happened within 30 minutes of the first. For the fourth property, we 

required that if the first transaction carried x units of curIn then the 

second transaction carried within 0.5% of the value in the (on-chain) 

Phase 2 transaction, according to the outCoin field provided by the API.

round-trip transactions



round-trip transactions



图分析

5



Heuristic 7.1. If two or more addresses send coins to the same address 

in the curOut blockchain, or if two or more addresses receive coins from 

the same address in the curIn blockchain, then these addresses have 

some common social relationship.

To implement this heuristic, we parsed transactions into a graph where 

we defined a node as an address and a directed edge (u, v) as 

existing when one address u initiated a ShapeShift transaction 

sending coins to v . Edges are further weighted by the number of 

transactions sent from u to v. For each node, the cluster centered on 

that address was then defined as all nodes adjacent to it.



Addr

Addr Addr

Addr Addr

the input cluster the output cluster



Sorting the clusters by in-degree reveals the entities that received the 

highest number of ShapeShift transactions (from the top 8 currencies, 

per our caveat above). The largest cluster had 12,868 addresses — many 

of them belonging to Ethereum, Litecoin, and Dash — and was centered 

on a Bitcoin address belonging to CoinPayments.net, a multi -coin 

payment processing gateway.

Sorting the individual clusters by out-degree reveals instead the users 

who initiated the highest number of ShapeShift transactions. Here the 

largest cluster (consisting of 2314 addresses) was centered on a Litecoin 

address, and the second largest cluster was centered on an Ethereum 

address that belonged to Binance (a popular exchange).



应用实例
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1.Zcash

We considered three possible interactions between ShapeShift and the 

shielded pool, as depicted in Figure: (1) a user shifts coins directly from 

ShapeShift into the shielded pool, (2) a user shifts to a t-address but 

then uses that t-address to put money into the pool, and (3) a user 

sends money directly from the pool to ShapeShift.



1.ZCash

For the first type of interaction, we found 29,003 transactions that used 

ZEC as curOut. Of these, 758 had a z-address as the output address, 

meaning coins were sent directly to the shielded pool. The total value 

put into the pool in these transactions was 6,707.86 ZEC, which is 4.3% 

of all the ZEC received in pass-through transactions.

For the second type of interaction, there were 1309 where the next 

transaction (i.e., the transaction in which this UTXO spent its contents) 

involved putting money into the pool. The total value put into the pool 

in these transactions was 12,534 ZEC, which is 8.2% of all the ZEC 

received in passthrough transactions.



1.Zcash

For the third type of interaction, we found 111,041 passthrough 

transactions that used ZEC as curIn. Of these, 3808 came directly from 

the pool, with a total value of 22,490 ZEC (14% of all the ZEC sent in 

pass-through transactions).



2.Dash

Our parameters for identifying a CoinJoin were thus that (1) the 

transaction must have at least three inputs , (2) the outputs must 

consist solely of values from the list of possible denominations (modulo 

the fees), and (3) and all output values must be the same . In fact, 

given how Dash operates there is always one output with a non-

standard value, so it was further necessary to relax the second and third 

requirements to allow there to be at most one address that does not 

carry the specified value.



2.Dash

We first looked to identify if the inputs of a Phase 1 transaction were 

outputs from a CoinJoin. Out of 100,410 candidate transactions, we 

found 2,068 that came from a CoinJoin, carrying a total of 11,929 DASH 

in value (6.5% of the total value across transactions with Dash as curIn). 

Next, we looked to identify if the outputs of a Phase 2 transaction had 

been spent in a CoinJoin. Out of 50,545 candidate transactions, we 

found only 33 CoinJoin transactions, carrying a total of 187 DASH in 

value (0.1% of the total value across transactions using Dash as curOut).



2.Dash

If we revisit our results concerning the use of U-turns in Dash from 

Section 6.2, we recall that there was a large asymmetry in terms of the 

results of our two heuristics: only 5.6% of the U-turns used the same 

UTXO, but 64.6% of U-turns used the same address. This suggests that 

some additional on-chain transaction took place between the two 

ShapeShift transactions, and indeed upon further inspection we 

identified many cases where this transaction was a CoinJoin. There thus 

appears to have been a genuine attempt to take advantage of the 

privacy that Dash offers, but this was completely ineffective due to the 

use of the same address that both sent and received the mixed coins.


